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Forgery detection and application of digital geological images based on
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LIU Zhu-long" %, ZHAO Yu-gian'"*%, LIAO Miao" %, ZHANG Jun-kai" %, DAI Ta-gen""*

(1. Key Laboratory of Metallogenic Prediction of Nonferrous Metals, Ministry of Education,
Central South University, Changsha 410083, China;
2. School of Geosciences and Info-Physics, Central South University, Changsha 410083, China)

Abstract: Based on the JPEG compression principle, the three forgery detection methods including block artifact grid
(BAG), the block posterior probability map (BPPM) and the averaged sum of absolute difference (ASAD) methods were
investigated, and the methods were applied to detecting the authenticity of the digital geological images. These methods
are efficient for the detection of copy-paste, inpainting and filling tampered images, and can be used to locate the
tampered regions. The efficiency and the detection results of three different tampered region detecting algorithms were
verified and analyzed. The experimental results show that these methods can be effectively used for the digital geologic
images tampering detection, and hence further the information service for the clustering and industry of digital geological
image were provided. Besides, these methods have high theoretical and practical value for the copyright protection and

authenticity detection of massive digital geological image.
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2 JPEG ®fb#: (a) QF=100; (b) QF=50
Fig. 2 JPEG qualification tables: (a) QF=100; (b) QF=50
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Fig. 3 Schematic diagrams of BAG mismatching: (a) Original BAG image of copied region; (b) Original BAG image of pasted

region; (c) BAG of composite image
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Elaboration for double quantization effects:
(a) Histogram for set of normal distribution data s;
(b) Histogram for data s quantized by quantization step 2 and
then quantization step 3; (c) Histogram for data s quantized by

quantization step 3 and then quantization step 2
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Fig. 5 Detection of filling tampered image saved at TIF format: (a) Original image; (b) Tampered image; (c) Extracted BAG image
form (b); (d) Marked BAG image of (c); (¢) ASAD image; (f) Segmentation result of (e)
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Fig. 6 Detection of copy-paste tampered image saved at JPEG format: (a) Original image; (b) Tampered image; (c) BMMP image;

(d) Segmentation result of (c); (¢) ASAD image; (f) Segmentation result of (¢)
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Fig. 7 Detection of filling tampered image saved at JPEG format: (a) Original image; (b) Tampered image; (c) BMMP image;

(d) Segmentation result of (c); (¢) ASAD image; (f) Segmentation result of (¢)
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Table 1  Detection results comparisons between ASAD

algorithm and BMMP algorithm for Figs. 6 and 7

Fig. 6 Fig. 7
Algorithm
OL DE OL DE
BMMP 0.554 0.458 0.724 0.221
ASAD 0.736 0.283 0.690 0.257

Fz2 6 M7 ASAD FIEAF b AETHEAF R RO RN 25 R
TN LEAL
Table 2 Detection results comparisons of ASAD algorithm

with different values of b for Figs. 6 and 7

Fig. 6 Fig. 7

’ oL DE oL DE
2 0.336 0.423 0.242 0.434
4 0.528 0.362 0.587 0.298
6 0.704 0.291 0.678 0.257
8 0.736 0.283 0.690 0.257
10 0.716 0.304 0.674 0.281
12 0.680 0.360 0.646 0.319
14 0.611 0.412 0.613 0.362
16 0.561 0.489 0.578 0.411

fE Intel Pentium PC(2.93GHz CPU,512MB W 1)
ff) Matlab 7.1 *V-& £, XFT& 6 Al 7, LLALLIANE b
fHIF5LH 4 1 ASAD E& 515t BMMP K4
(TR, PhAsgh Rk 3 fiok. LRI E S|, b
FHEGKANG b AR, ABFFUITHE S 177 1L KR
W B A HeAh, LEAPR RN 55 1 S 45 R FTAE I
AT R0 R 458 BMMP 51kt ASAD Sikit57
B TR

#3 ASAD HiLiH A5 4 E ASAD E1{4 5 BMMP S0 HE R EL i

Table 3 Detecting time comparison between ASAD algorithm generating 4 images and BMMP algorithm (s)

ASAD
Figure BMMP
b=2 b=4 b=6 b=8 b=10 b=12 b=14 b=16
6 41.504 43.604 46.805 52.185 56.509 62.399 81.592 90.053 16.87
7 78.140 83.135 90.486 94.532 106.640 120.970 157.800 177.460 25.166
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1) MR T 3 FhEET JPEG #% 2 BIGEL ekl o
B BT R D I TR 3L S IR 25 T R e
LA BSOS IRER T A8 B SR ik, g
B A R TGO REORSLOR A I LS P A DU R AT B iy
BRI AT S B, ANITE— 2 IR S5 T H oo R R
SR TAE .

2) T JPEG ZLCERII 3 PP vk GRS ERIZE AN
6] 7 N ELSUR A7 A TPEG A% 2l HoAth I8 i 4ii ks 2
B SR b BT RS I RE A e 0 i B X g

3) ML T2 B K BN AR, BT
JPEG SL U8RI T VLA TG B4k Fl A b o 78 e A1
T3 %6 BV AT AL 3 (B HU A8 44 sl N KED), 4R )
T, AR, MR,
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