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Abstract: Aiming at copy-move forgery in the JPEG geological images, a new tampered region detecting method was
presented based on the speeded up robust features (SURF) matching and JPEG blocking artifact characteristics matrix
(BACM) factor. Firstly, the SURF algorithm was applied to extract and match the feature points of the image, the affine
transformation parameters are obtained by the matched feature points, and were used to detect the copy-move tampered
regions. Then, the tampered region was located according to the JPEG BACM factor. The results show that the proposed
method can detect the copy-move tampered region in JPEG geologic images more effectively, and can also locate the
tampered region more precisely than the other methods, which can therefore ensure the security and accuracy of the
digital geological data.

Key words: tampering detection; copy-move; JPEG; geological data

BEDAE P RORI A e, B UG B Biie s EECEGFBORE T & T KIA T 2 AU Bk}
O EENE RO S35 e AR AR BRSO AR A [E SRR AN 2 AN e
JEX TR I 2 R IR 2 VLR 2 ALK, JBORHE BT CAE M _E3R0E T EJ7 0 RO 4200 HE

EEWE: HEFK ARSI IIIH (61172184), #1154 H L PHET RHEGHRIT H (2012032)
WimBHA: 2013-05-16; 1EITHHA: 2013-06-30
WIEEE: =&, UM, it Hig: 0731-88836665; E-mail: Ipstonecsu@163.com



F23EE oM

X e, %5 HT SURF $LVEK) JPEG H5 %kl 41— ) STk ) 2713

WIS . PR ESE, MR B Lt
VIR PRI T A AR, HAe I HE ok 425
AR P, SR, A R I Jok T B ) T 7] 2 A
JIR 25 (3t A v, A 38R H 187 5219 PhotoShop- Matlab.
Paint 55 B QiR 1F, BhAEIRZ Z) Mot — 28507 [R5
PORHEATRNY, Al S B A g R R e
FAHUE R A BB TERE, BEELTg, PR
HRIZE AL ] R R ORI S ORI B S, (b
JFBORVE B0 | CHb S A B B4 I
P T K E DR BEIME) S AN FSC A
TR BCSE MR T AR . T DR U A A
He A SRR TS O H B R A EURI IR 55
T TR P TR R

R s B O R A S BT
By 3, S P YR (1) DX I R 0 1 SR ] v
AT R, DAk BB H ARl st S H . T
LR B X3 B SR X34k A ) — i (4%
AT IR T ) o (il DA SR e e 3 — 3%, BRI,
2y =R B A M QR 0] S L S e e R R M - s
TRGF A H IR AE 2 9. Ak, - ah Bk
B, B ATAT R AL B2 56 1 F P B A 4 Bl
ISR E R B B H . BRI, TR S0 i
SO BT L IR L . B, TSR
BB 1) 5 BN EE T DCT PCAL R4
= AR N o B RN S & N R R S P o M 4
K BRI 2 LA K TC oy W 530 X 38 5 8 2)) X3
(B, SRR sy A R e DX 3 07 AN Y 6 1) 7

BTN T S A2, ASEE RIS &
SURF HFEVCEL S JPEG HReph SEAFAE A 4 DR g i
H BN JPEG Hb it 78 k2 il 3 X 48l LA K e A7 5L
SIS o B SRR I G AT A B, AR5
12 H SURF ST SRR B4 AR iE 5 RVRRAE H
AR AT S AR A R A1 A8 25 [ 1 R 2P 29 1A 7R 2IE st L
e, A VCEC Al T 7 S AR 3 HOT 5B P VLI A
FRARYE T 9L e S B0 S O], 8 52 -5
BN, f el LA S - Bl X 3 B O 5 R AIE
TR DR PR R /N A7 B DX 3

1 BZiniE

1.1 FRALIE K SURF 43 {E S32H
TR RE R IR € PG B AT TRAL HE . R BN

RGB {0745 [ #: #31) YCbCr (0. %27 [d], T JPEG &
ik FRIEXT YCbCr (RS (A LA 4:2:2 8 4:2:0 1 LEA
AT ICRAE, Pk, R YCbCr W& Y it
TG b3 . SR8 ] SURF SLVEAR IS AE fORERE
RS .

1.2 FHESE

FR A PP R AR A R AE R IR R EAT SURF FEAE
RUGHS,  dz FH R B AR A PR REAE e 75 HAT AR
PEM R b, VAKX

r

d=_ > w)-v()’ (1)

=1

b ow oy FORMWANAER r e &, w)F v(l) 57
FRAREE 1 YEm M. AP MR SRR RS IR T
(RK EGHE B8 o /T BRI & I, AR ax i 258 DL AR
Mo B, e EBOR, fSRIRILE SR Z o S AFR
KIG A SRR B BT, o [EOK, BAREER
BT 21k B 2 HI-F8 2 IR VE R AE f, R[]
FEAR S 3N L SE IR O VERCRFAE 5 e (EB/DN, B
SRAER Tl FLSE DK S 1 O UE FCAFAE A, (HIX S DL R
I 53 S B X I KT VE B RFAE s A AR
HTHIESE e, N UCID ToIR4i Rt G5
JEWIR APk IE 20 TR 4G H AR K%, 2 SURF 4
AR E RURVRFAERGAR T, IS P A R AR RO
VREAE AT 2 [ WG B B T4 v, Sevh- &5
K1 R. IRBR T LUE R, B8 BB IE U R

15 ———

_.
(=}
:

I

wn
T

Feature point number/10°

0 0.5 1.0 5
Euclidean distance, d

1 FLSZPEE P SURF RHAE s 2 )G CEE B e vl 45 1

Fig. 1 Statistical result of Euclidean distance among SURF

feature points in authentic images



2714 A G A R

201349 H

PEESIEAR R L 0.8 Ay IEA T, KRN T
0.2 FIRFIE S5 B0 H JLF R 0, XK, 76— 1iF E s
B, ISR AR RREAE AU AT BE AR AN o
I, AEARSET, U e=0.15,

1.3 fAE =500

AR5 UG P e D AR AL o 8 AR AR E5 RT AT 57 5
ISR AR FE RIS B AT 2 AAAE DL
K 2(a) BT b — i 2 - 42 3 B U (9 R kAT
SURF AL s VL AT AR VL RC 45 2R, AR Sl ] LA 21,
RN UN R SR S S B R s 22| R P Eh S
FAAEDHOR BB SEXI Ph ILC . HLd1 B 2(a)
AU 0 TR B-H )X IEEE ] SURF SEASEIX
DESEMR LRt SR I INI SR GO NE 2 (N
IR XA VL BC R R A AR R, AR
b, AT

W N
2 DHULHCRISIBR 7R B (a) HIRVLECHFE KRS (b) SRR
Dy VLHE U5 PRFAIE X
Fig. 2 Example for removing false matched feature points:
(a) Initial matched feature point pairs; (b) Feature points pairs

after removing false matched points

PHVCHC FLRIAEAE 23 MR 7 S AR e S T
I AT SR AT — 245 7 VLR IE AL a=(xy,
v R a=(xa, y2)'s PTLUERERF & YRR T=[1), to,

ta1, o VRS 1) i Ax=(xo, o) 0 HLHEAT — 4E )7 5 Ak
a2:Ta1+Ax, Eﬂ :

2)

{xz =1IX Tyt X

Yo =lyX tiny +y

R, BEATLIEN 3 % sl BE Z W1 VAT ok, 18
K@M TSRS S E T 7 Ax, RIEiz I
B 05 5 AR e 250, K T W) 4E VT AR AE s (A
A=y Vi)' 1 @=(x0, o) VIEATHIT, WIIR |0, — Ta,, —
Ax||§ <5, NPHEIZYILEVCECREHE S0 NS, 750K
Hhrie EELL AR SEAG T L FIR N . Ah s
SOPIR kR, RIS R AR S HO VIR N s
AN JEPEP R Z I N S B0 b B 28R A%
W, RIS HF AR RIS R, B
I OWUCHC &L, 8045 RNl 2(0)FiR. EARE L,
I3 B 6=0.08, k=80.

1.4 EH-BahXiSER
3 T UER e B AR B X 8, AR AR e S
B E X RS, AR

Zse.()(p),te.()(pz ) I(S)](t)

NOSNIES SN (0

s Q) ERRUGE s p b KANK 5%5 14
2P IR BEFE A s KA, B p, hy p Ui A
iR, W p=TP+Ax. 1321 Di(p)fHHITEHIA[0, 1],
Di(p)EBRR, R X AR DGR . TR
DX 355 55 B 3 X del o 0] R 477 6 AR e T Ry T AR e, O T
HERERIN S A S BB hiX PN X3, /)
H1GFE ST A BB p=T ' (p—Ax)), Rk
1T RIRREC S, #3245 FA01E Dap). SRS, 500
R P i X IORIR B Dy (p)AT Do(p) 324 T v e A
TAEA, R ARSI RO . s A
A0, RS- 5.

Dy(p) = €)

1.5 EYXEEN

H1T JPEG It 7 Rt ATy, 20 7t
B AR SCE,  Rtl, BREER AR S48 /5 1) JPEG &1
BTN INTE E MRS . B2 T JPEG R4 H,
LUO 4Pt T 12 H B fh 5% 4F 1iE J BF (Blocking
artifact characteristics matrix, BACM)%%U%E*WEE#E



F23EE oM

JPEG W52 A 8y o 1205 12 K RE P 4 s P {52
R BRI ASRERLIN F R N R B
e AL ek

X R, PR X B X,
117 Bl X IO L D8, bR Ol SR AL Fop T8 21
W, BTk, ASSCVEF SR S T By SRS AL AR FE D1
(Feacn) Xt R iil-H 3l Ja (B X Sl A e A BERe
WEGH f R f i REME R AT B3

iy =|4+D-B~C| )
fiy=|E+H-F-G| (5)

v, A=A, j), B=Ai, j+1), C=Ai+1,j), D=Ai+1, j+1),
E=f(i+4, j+4), F=f(i+4, j+5), G=f(i+5, j+4), H=fi+5,
J+5), H A, HA BRI TG, ) BB FEAL . A—H A
ML ERRWE 3 Fs. SRIGHAF 2 £ F £ 5350
Iy RS AN S 8x8 B, BARFANHR AL E A (x,
y(xell, 8], ye[l, 8]), Zrml £ A £ sFAHRA EAH
A B R L HOT I, e AR R, () A
W) » b ne [0, 500]. Fik 5 A, (1) 5
By (n) ZEFILERE K

Ky ()=

B (M) = Bl (1) (6)

M 3 o A—H BN ALERRATR, A—D 5
E—H WA B G R RAEAE L R RS DL: (1) A—D
5 E—H AR5 I T —A 8 X 8 By (7 T+l —
AEEI L T AR (2) A—D 5 E—H [P FR
— AT RN, S AN AR, By
A FIAEER (e, )il L x=4 y=4. x=8. y=8 IX 4 M4AF
FERE . T JPEG IS4 th sEmits, 4
B A—D WIAFRAL T AN ) 8 X 8 Herfr, MITHA A3 21
fo ) EHEBR, M, E—H IARIUNF 4B
W, AR £ (BN, I, PIE R E TR
A ZE IR, TR ZEAE A K, AN K o 5t
T E—H [AARRAL TA I 8x8 Hethym] LUAS 228 8L
4i8. RiM, 4 A—D 5 E—H KIFRII{E—1 8x8
B, S 5 A IR, I E T B A A
i, Pk, 19200 Ko EHEARDN . B4 BiRk A e
H 8X8 B 7T (4, 4). (1, 8). (5, 8)~ (6, 6) (2, 5)
2, DALE R 54 JPEG BRI K ) (n)fH, 124502
UCID #2111 338 M R LUK 4 R 50 % kAT
JPEG i fagiit k- -34nmss. nfLAER], M4—D Y5

XS, % 3T SURF S IPEG Hb Tt Wk} S 4% 2h ZLssok il 2715
A|B AlB
Cc\D A|B ClD
Cc\D
EF E|F
G H E\F G H
G H
3 A—H KIHD L ER AR
Fig. 3 Relative position relationships of A—H
200
“ *— (4,4
: +—(1,8)
+— (5.9
107 «—(6,6)
*— (25
= *— 2D
f} 100}
o

B4 AR TR BN K, ()

Fig. 4 K ,)(n) values obtained at 4 in different positions

E—H [FAARRG3 ll3 /A7 T [R) — MRV IR, KB4
TN, K AR K.

T AHABAR 2R TR I 22— A, ATt 545 2]
Sy~ Si) EBEFRECN, A 4 ATLLES], i 4
WFATANLE, Y n>30 1, K. m)(H¥#IET 0,
R, ARSCAEF I K, 3 (n)IHT 30 AMEEATUHE . )
8 X 8 BRI 2 A X3 R (R i={(x, y)lxe[1, 3], ye[l, 3]})
(1) K AEF-IE SR, 73 35Oy SRR FE DR Faacu
WIrs

29
3 3 ZK(X,)/) (n)
Fpacm = ZZFOT (7)

x=1y=1

TR 2 TS JPEG AR, 4 4



2716 A G A R

201349 H

IAT 88 Bellofe FAICHE R I Koo (), A
I, THEAS RN Feaom (AN SR, X T2E -
B LR JPEG EIMR, FSEXIHT Feaom B/D,
TR DR S DO PR B B S AR B A T REAN DL
Bic, PR, BB IR AR Faacm AR
DAL, AT 3d s LA B - F% Bl AN X Feacm 1ELE 7
BLOIX B

2 HERE5SMH

K S(a)fiank JPEG JiE 7R 500 KK
590X 897 [liut < i ah EIG, B ki (R L 45y

PIPE Vb B R TAZIX, ZIX R R SOz by )=
HADAL, NRM RS, EERRE S, A%
G0 18 5(b) 7 Aia H Adobe Photoshop CS5 X 4]
5(a)iEAT -T2 hEL A I R (TIFF #5300 5 7 5(a)
AHLG, B 5oyl A S HIZIX ) by J= A A 52 4 1
J& sk g, AR 732 KA DL, A0 1%
X E R Z . B 5c)fn A ZIER Oy LR
RUG ) SURF FEAE s UL ECXS, o] LUE 2 DL ECRHAE /58
2k [ E - sl k. B S(d)F s i v B IX 0
56 R £ 2 1 B - 3 X3 B 5(e) s A it LA
5(d) IS IR Fpacm fH 152 AL DX 5 45

SOFT MR E AR B e X . IR, SR

s &
g /4 )\ s
W \ neWs ifeng con

5 ZEHI-HahEA T E FGRIEE R (2) RIS, (b) BB (o) FHEAILAS; (d) RHl-H3h e fr;

(e) B XHGERL; () B brid

Fig. 5 Detection results of copy-move forgery in geological hazard image: (a) Original image; (b) Tampered image; (c) Feature

points matching; (d) Copy-move regions location; () Tampered region location; (f) Tampered region marking



W23 559 W

XIBN G, %5: 3T SURF 5301 JPEG M5t ¥R il—F s 2 ookl 2717

FIAS T B AT s D b o I3 B R ) S Al -2 B L
o I AR RE B A X

6 Jizs okt B 5(b)iz FFAt 5 2 dE A T A ) &5
Ko il 6 nTLAE Y, SCRR[1STAN1 71578 A e il
BRIk, Tk PR i R X, HAY
FERHEMER, SCRR[21] )71 BAR BE K BRI HH 2 e X
S, AR IR A7 A T M P RS DX o

6 JLAbTTIZN P S) LI R (a) SCER[151773%; (b)
SCRROV71J3E; () SCRRI211J595

Fig. 6 Detection results of Fig. 5(b) with different methods:
(a) Method in Ref. [15]; (b) Method in Ref. [17]; (¢) Method in
Ref. [21]

5 7(a) iR JPEG 7R 80+ K/NA
1 142X 1 068 [RS8t DX b o Pl el I m] X
REA MRk, AWk, Hik, %Xm

BERAT M, BRBRAATRZ . B 1)k
T@ZEHI-Hah e G, 5K 7@k, %
PP S A DE R N B I B g, RV RSN K
ANKE, AR S B A, LR T Re s L)
BT S, AR s — MBS B AT X,
NI R Sz X A% o B 7(e)~(e) T 23 il A S
BR[15] (17021 ASIEE SR . B 7D A A T8
MRS . TRAE R, T4 Rk s
SRR —, SCER[1STRI[17] 7 VAR e SCiik[21]
T3 105 BOAR e BRI H B 5 DX I 2 73 1) (1 22 G Xk
AR FITHE K o A7 VR e ARG HE b 58 A7 BL05 X 3

Kl 8(a)fii/n A JPEG R K18 750 KA
1 168X200 A" X — Bedtik Tk . BB rhaT 40,
X KA SR R 20~30 m, SEK 1 km, i
X PSR LS,  HHEE OAR T R % A ekE S
ZME . B 8(b)FTan A 8(a)2 B il sh Bk i 1) %%
Bl HE 8)Lt, XX R 20~30 m, #EK 1 km
(1) F5e K 1 B kel N R B0k JEEFE 2 20~30 m, S
3 km, IXFRECRRA R R, AR A
B, AR AR B 8(c)y~(e) TR
SR SCRR[15] [17)RIR2 1 EA IS R B 8(HFF =
KA TR S . WTLAE Y, SCER[1SIRI[17] 77
KL, AR SCOTVERE T8N A S8 e DX 3t A AR
(RSN 20 SR L AEE 5 DX 3Py 97 A 88 s T~ SCR[2 142 tH
IIRFAS

h T BTN AR EERISCR, e,
EPE7E T5 % (overlap, Eo)FTZAL# (detection error, Eg)
PIANFRRRP, il LR

24N 4,)

ol = 8

"4 U4+ (4N 4,) ®)
_m+w,

Ede——zTR 9)

s Ay FRoRAI H B X K, 4, RS R B X I,
W RN AR BRI e by B X 3 AR AN 5
Wy KK B R A e o AR B X SR EZ AL T
TR D IRIG EZAN L Ey HBK. Ege (H8
AN, RSN T o ) ] 5~8 AL S SCRR[15]
(L7217 R I 5 R 3 S Eq A Ege AHBEATVF
W, iR 1 sl nTUEW, AT AR ET)
Eo {H¥3Em T 3CR[15]. [17)FI[2117%:, H Eq {83
KHRAGTSCRR[15] [17)RI21151%, R WIAT 268
R 2300 0 2L e X 4k



2718 o EA (8 R R 20134E9 F

(b) wowEH R
FeM R1.200

Bt 2 ¢ een S

2 i
Kz &

EHR ERI

7 LGSR S ST X B T A DI A5 R (a) JRARIEIS; (b) ZLUEIE; (o)~(e) SCHR[15]. [171A[2 1 A
P SEC I NVIRFS R IESES

Fig. 7 Detection results of copy-move forgery in copper mining section map: (a) Original image; (b) Tampered image; (c)~(e)

Detection results of methods in Refs. [15], [17] and [21], respectively; (f) Detection result of proposed method
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Fig. 8 Detection results of copy-move forgery in some mining data: (a) Original image; (b) Tampered image; (c)~(e) Detection

results of methods in Refs. [15], [17] and [21], respectively; (f) Detection result of proposed method
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Table 1 Comparison of detection results by different algorithms in Figs. 5~8
In Figs. 5~6 In Fig. 7 In Fig. 8
Algorithm
Eol Ede Eol Ede Eol Ede

Method in Ref. [8] 0.8719 0.144 7 0 13.996 0 0.000 8 18.052 0

Method in Ref. [10] 0.8792 0.1352 0 15.483 0 0.001 1 13.5050

Method in Ref. [14] 0.868 9 0.138 6 0.883 9 0.1303 0.595 5 0.3839

Proposed method 0.984 8 0.015 1 0.958 0 0.041 8 0.892 1 0.1156
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